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Introduction

This User Manual provides advice for users of the IntegriTAS Threat Assessment System. It
presents the steps required to get the system up and running, including system requirements,
installation and user administration. It also describes how the user can access help, and what
knowledge resources can be accessed as part of the system, including ways in which the user
can add, modify, delete or reorder factors.

The Manual also features instructions on the software’s analytical instrument’s module,
particularly how to import and download maps, how to create maps in the software and,
more broadly, how to create and edit an analytical model, add data to an existing one, and
perform mapping with the software. Importantly, the Manual provides instructions on
various software settings, such as connecting to new servers, dealing with maps or charts,
and saving the work by creating backups, restoring, exporting or importing a model. Users
are also guided on how to create and add cumulative factors, as well as static markers and
charting. Since the system includes the potential usage of Google Earth, this Manual provides
instructions to implement this. On prevention and mitigation, the Manual indicates how the
user can make use of the Threat and Action Register (TAR) by creating a threat alert and a
master TAR. Finally, the Manual helps users to add and manage responses and action points.

The IntegriTAS Threat Assessment System as a whole focuses on the threats that transnational
organized crime poses to democracy by supporting the users’ capacity to design prevention
and mitigation strategies. The system helps identify threats by looking into its driving factors
on two separate—albeit related—dimensions: (a) democratic vulnerabilities; and (b) presence
of organized crime networks. The software supports this analytical process by mapping and
creating trend charts based on a series of selected indicators that measure each factor under the
two dimensions, and crafting an action register to design related prevention and mitigation
strategies.
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1. Getting the system up and running

1.1. System requirements

To install the IntegriTAS Threat Assessment System, you will need a licence that can be
accessed from the International IDEA website. After receiving the license, you can download

the IntegriTAS installer.

IntegriTAS works on a server-client based system, with the following requirements:

¢ Windows 7 and above (32/64 bit)

* .Net Framework 4.5 (automatically installed by the installer)
*  Microsoft SQL 2012 (automatically installed by the installer)
* Hard disk storage: up to 1 GB

1.2. Installation steps

Step 1

Locate the IntegriTAS Installer. If you downloaded the tool from the Internet, it will usually
be in the ‘Downloads’ folder. If not, it will be on a flash drive or elsewhere on the computer’s
hard drive. Find the installer as shown in Figure 1.1.

Figure 1.1. Installer location

» ThisPC » Downloads

~ Mame Date modified Type

W IntegriTAS installer 17/01/201712:24 ... Application

Step 2

After you locate the installer, double click on the ‘IntegriTAS Installer’. Then click on ‘Install’,
as shown in Figure 1.2. The system extracts all the required files to the same location as the
installer, and it may take one or more minutes to complete.
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Figure 1.2. IntegriTAS installer window
W' IntegriTAS Installer — >

Welcome to the installer for IntegriTAS.

Destination folder
RedirectedFolders$thelsch\Downloads

Installation progress

| Install I | Cancel |

Step 3

After the IntegriTAS installer has completed the download, it opens automatically as
a launcher, as shown in Figure 1.3.

Figure 1.3. IntegriTAS launcher

W IntegriTAS Threat Assessment System Installer

IntegrlTAS.

THREAT  ASSESSMENT » SYSTEM

The server version of the tool should be installed before the client. When
launching the server installation, this window will remain open and can be used
to install the client version once the server setup is complete.

Please select which version to install. Previous
versions and data will be removed.
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Step 4

As IntegriTAS is a server-client based system, you must click on ‘Server’ to initiate the
IntegriTAS installation. After you click on ‘Server’, a new window pops up to install SQL
Server Express 2012, after which you must click on ‘Accept’ as shown in Figure 1.4.

Figure 1.4. SQL Server Express 2012
i IntegriTAS Threat Assessment System Server Setup >

For the following components:

SQL Express 2012 IDEA

Please read the following license agreement. Press the page down key to see the rest
aof the agreement.

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT SQL SERVER 2012 EXPRESS

These license terms are an agreement between Microsoft
Corporation (or based on where you live, one of its affiliates) and
you. Flease read them. They apply to the software named above,
which includes the media on which you received it, if any. The

Frmrmmm =lmm el b —ms s Bl

% View EULA for printing

Do you accept the terms of the pending License Agreement ?

if you choose Dont Accept, install will close. To install you must accept this
agreement.

Accept | Don't Accept |

This installation takes approximately 10 minutes. If the system asks for any further information,
you accept by clicking ‘Yes’ or ‘Ok’ as required. Figure 1.5 appears on your desktop.

Figure 1.5. SQL Server Express 2012 progress report

2 IntegriTAS Threat Assessment System Server Setup x

B Installing SQL Express 20012 IDEA...
-

Cancel
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Step s

Once the first phase of the installation is complete, the IntegriTAS installer requests to install
the server on the system. When Figure 1.6 appears on your screen, click ‘Next'.

Figure 1.6. Server setup wizard

ﬁ IntegriTAS Threat Assessment Systern Server — >
Welcome to the IntegriTAS Threat Assessment [l
System Server Setup Wizard _“'i:)

The installer will guide you through the steps required o ingtall IntegrTAS Threat Aszessment
System Server ot pour computer.

WARMIMG: This computer program iz protected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or ang portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the marimum extent possible under the law.

Cancel < Back

Click ‘Next again and the system specifies where the IntegriTAS Server
will be installed, as in Figure 1.7.

Figure 1.7. Installation folder
ﬂ IntegriTAS Threat Assessment System Server 23 X

Select Installation Folder A

The installer wall install IntegnTAS Thieat Assessment System Server to the following folder.
To install in this folder, chick "Mext”. Toinstall to a different folder, enter it below or chick "Browse".

Folder:
[C:\Program Files (xBSIDEANMegiTAS Server Browse...

Disk Cost...

Install IntegriTAS Threat Assessment System Server for yourse, or for anyone who uses this
computer:

(®) Everyone
O Just me
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To confirm and continue with the installation, click ‘Next, as shown in Figure 1.8.

Figure 1.8. Server installation confirmation

4 IntegriTAS Threat Assessment System Server = X
Confirm Installation .
24

The installer is ready to install IntegnTAS Threat Assessment System Server on your computer.
Click "Next" to start the installation.

Now click ‘Next’ again to confirm your installation of the IntegriTAS Server. Then click ‘Yes’
or ‘Ok’ when asked by the operating system for any information shown in the screen.

It takes less than a minute to install the IntegriTAS Server on your system. Once this is done,
the message in Figure 1.9 appears with a confirmation of the successful completion of the
installation. Click ‘Close’ to finish the IntegriTAS Server installation.

Figure 1.9. Server installation notlﬁcatlon
ﬁ IntegriTAS Threat Assessment Systern Server *

Installation Complete ()

IntegriTAS Threat Azzeszment Spstem Server has been zuccessiully installed.

Click "Close" to exit.

Pleaze uze Windows Update to check for any crtical updates to the MET Framework.

Cancel < Back
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Step 6

To install the client after you finish installing the server, click ‘Client’ on the launcher. Click
‘Yes” or ‘Ok’ when required.

If your system does not have .Net or other necessary components required by IntegriTAS, the
installer installs automatically. If asked, click “Yes’ or ‘Ok’.

Click ‘Next’ to proceed, as shown in Figure 1.10.

Figure 1.10. IntegriTAS Setup Wizard

ﬁ IntegriTAS Threat Assessment Systemn Client — X
Welcome to the IntegriTAS Threat Assessment (.
Systemn Client Setup Wizard A 49

The installer will guide wou through the steps reguired to install IntegrTAS Threat Aszeszment
Syztem Client on your computer.

WARNIMG: Thiz computer program is pratected by copyright law and international teaties.
Unautharized duplication or distribution of thiz program, or any portion of it, may result in zevere civil
or criminal penalies, and will be prosecuted o the maximum extent possible under the law.

Cancel < Back

Just as in the Server installation, the installer shows where the IntegriTAS Client is installed.
Click ‘Next’ to proceed, and ‘Next” again to begin installation.

Once the installation is complete, click ‘Close’, as shown in Figure 1.11.

Figure 1.11. Installation complete
ﬁ IntegriTAS Threat Assessment System — X

Installation Complete [l

IntegiTAS Threat Assessment System has been successhully installed.
Click "Close" to exit.

Please use Windows Update to check for any critical updates to the NET Framewark.
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Step7

When you have successfully installed IntegriTAS on the system, you will see the IntegriTAS
logo on your desktop. Double click it to open IntegriTAS. When Figure 1.12 appears, enter
the ‘Username’ and ‘Password’. The default username is ‘admin’ and password is ‘123456’

Figure 1.12. Login screen

W Zambia (test model) = IntegriTAS Threat Assessment System = o x

P —
passwors ||

O ey sredin

' Login |

Click ‘Login’. Figure 1.13 appears, with the Side Bar, Menu Bar, Module Selection, and
Current User information.

Figure 1.13. IntegriTAS content menu

W Zambia (test model) - IntegriTAS Threat Assessment System

O Stay signed in

12 International IDEA



IntegriTAS User Manual

1.3. User administration

You can change the account settings, which are designed to increase data security. You
can set privileged settings, such as ‘reader’, ‘data entry’, ‘country administrator’ or ‘super
administrator’.

Step 1

To create a new user or modify an existing user, as shown in Figure 1.14, go to the ‘Admin’
menu —> ‘User Admin’ —> ‘Add new user’ to add new user, or ‘Modify existing user’ to update
information about the user.

Figure 1.14. Create a new user or modify an existing user
W Zarrbas f1es i) « IntogaTAS Thicst Actiosunnl Symtem
Fde Modsl  Mrssdedpe Redsistes  Redpdrdes ll:hﬁll 1 Hain

—— - - Kaprng v |
| zeiebmteieril =5 Uher R v A Hor Upr
Daty L Medily Exinfiarey Uner
Mllgrhed Toped
Siorops Bddern
Thange Pasgeded

Step 2

Once you click ‘Add new user’, Figure 1.15 appears, and you can add the user’s First Name,
Last Name, desired username and password, email and specific user privileges. Afterwards,
click ‘Save’.

Figure 1.15. Add user details

File Model HKnowedge Resources Responses  Admin  Help
i Add new user

FrstNamo | ]
Last Namo | |
P \
Password i
e
) E—

Rolo SuperAdmnistrator  ~

| s | Conont |

#
]
@
R
-
b
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Step 3

To modify the user’s information, click on ‘Modify Existing user’ and Figure 1.16 appears.
You must log in as the Super Administrator to modify user details.

You can select the user and change their First Name, Last Name, desired username and
password, email and privileges. Then click ‘Save’.

Figure 1.16. Modify user

% Zamba fest moce) - Electoral ik Manmgement Toal
Fle Model Knowledge Resources Responsss  Admin Helo

o X

Users agmin v

‘ First Name [Admin ]
!l Lasthame [admn ]
Usemame
@ Passworg [ ]
ConfmPassword [+ |
%)
R -
h Super Administrator
Super Administator
=4
s g pon
Step 4

To change the current user password, go to ‘Admin’ —> ‘Change Password’. Figure 1.17
appears. Add the new password and confirm it. Click ‘Save’ to update the new password.

Figure 1.17. Change password

Change Password

MNew passward || |

Corfim new password | |

Save Cancel
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2. Help

You can access self-help resources such as the Help Index, which covers all the main tool
features and is divided into six main folders: Models, Factors, Regions, Threat and Alert,
Copying and Pasting, and Users. To access the Help Index, click on ‘Help’ — Index, as
shown in Figure 2.1.

Figure 2.1. Help menu

W' Zambia (test model) - IntegriTAS Threat Assessment System

File Model Knowledge Resources Responses Admin | Help

[ index
About
Feedback
IntegriTAS Website

Zambia (test model)

The Help file appears in a new window, as shown in Figure 2.2.

Figure 2.2. Help file
== i

Hide Back Fonward  Home Print  Options

Conterts I§eard’1 I Favorites | Models UD
@ Factors
Q Regions
@ Risk and Alert Single source CHM, PDF, DOC
@ Users 2nd HTMI Help creation

Copyright ® 2015 by IDEA. Al Rights Reserved.
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3. Knowledge Resources Module

The IntegriTAS threat assessment system helps identify the threat that organized crime poses
to democratic politics. Focusing on the threat allows you to map and focus on the factors that
contribute to this type of corruption, and identify related strategies to prevent or mitigate the
threat.

IntegriTAS uses a bi-dimensional approach to examine the incentives and drivers of these
relationships under a political economy analysis that considers the relevant stakeholders by
focusing first on the democratic structure and given vulnerabilities at different geographical
levels according to the various phases of the electoral cycle. Second, the tool focuses on the
presence and scope of organized crime networks in the given geographical area. Coupling the
analysis of these two dimensions allows you to identify, map and monitor the threat factors,
and subsequently plan and implement evidence-based prevention and mitigation strategies.

The Virtual Knowledge Resource Library (VKRL) provides a list of factors that increase
the threat of organized crime distorting democratic politics. The factors are divided into
two parallel dimensions: (a) democratic vulnerabilities and (b) organized crime. In each
dimension you can customize the list of factors according to the specific geographical area or
local context.

The VKRL is based on the 21 factors described in the IntegriTAS Process Guide and the
IntegriTAS Action Guide. Each of these 21 factors includes: (a) a general definition and
explanation of the context in which it can contribute to the nexus between organized crime
and politics; (b) empirical evidence of countries and examples in which the factor contributed
to the nexus between organized crime and politics; and (c) observable indicators. Once the
knowledge resources are customized, you can create analytical models by selecting the factors
you wish to monitor.

Factors presented in the Knowledge Resources module are compiled from various research
papers, reports and other relevant publications. The VKRL can consist of two kinds of
factors—colour-coded factors (marks different features of threat level with different colours)
and cumulative factors (numerical representation of the factor).

By default, only colour-coded factors are included from the guides on the threats and
vulnerabilities posed by the political-criminal nexus.

16 International IDEA
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3.1. Accessing the Virtual Knowledge Resource Library (VKRL)

Step 1

You can access the VKRL from:

e The Menu Bar: Knowledge Resources — View Factors
e The Side Bar

e The Module Selection Bar

Figure 3.1 displays these options.

Figure 3.1. Access the Virtual Knowledge Resource Library

W Zambia del] - InbegeiTAS Theeat System - [m] 4
Fia  Mesdal R Adenin _ Ha
Menu Bar
Side Bar Module Selection
Zambia (test model) " Current User

Figure 3.2 shows how to access the VKRL through the Menu Bar.

Figure 3.2. The Virtual Knowledge Resource Library in the menu bar

W' Zambia (test model) - IntegriTAS Threat Assessment System

File Model | Knowledge Resources | Responses Admin  Help
Add Factor

Modify Factor
Reorder Factors

| View Factors

imrEmmaTIENaL
-
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Step 2
Click on the VKRL, and 10 democratic vulnerability factors and 10 organized crime factors
appear, as shown in Figure 3.3. The VKRL icon is highlighted in the side bar.

Figure 3.3. List of factors

W Zambia (test mesdel) « IntegriTAS Threat Astersment System - o ><
File Medel HKnowledgo Rescurces  Responses  Admin  Help

EHOO

Knowledge Resources

Democratic Vulnerabilities. Organized crime

@ Sacio-acanomic condithens Cybercrime
Pelitical transition processes Protection rackets
Geostrategic conditions Money and asset laundering
" Rule of Law and Access to Justice Drug trafficking
[ Political parties v abuse of state
Legislature Firearms trafficking
Public administration Contraband smuggling and trafficking In counterfeit goods
Electoral system Tilicit trafficking in wildlife
E Media and civil society watchdogs Human trafficking
Financial system Tilegal mining
Illegal Waste Dumping

Step 3

Click on a factor (e.g. Socio-economic conditions), and the introduction, empirical cases and
interrelated factors, and observable indicators will appear, as in Figure 3.4.

Figure 3.4. The content of an individual factor

W' Zambia (test model) - IntegriTAS Threat Assessment System - X

File Model Knowledge Resources Responses  Admin  Help

Knowledge Resources

~
Introduction:
Socio economic conditions include the wealth of a country, the distribution of national income and how public revenues are invested in the overall structure of the state, fundamentally
shaping the quality of life among the population (Buscaglia 2nd Dijk 2003: 14). Poverty and unemployment, as well as social and economic inequalities create vulnerabilities across the
sectors of the population affected by these conditions. In fact, they become easy targets for human traffickers or paople smugglers. Also, these conditions create incentives for individuals
to engage in criminal activities since legal alternatives are absent (Kruijt 2011; World Bank 2011; International Alert 2013; the Global Initiative against Transnational Organized Crime
2015). Moreover, when the state fails to provide essential services—due to inefficiency or corruption—those communities become further marginalized, creating opportunities for organized
‘ crime to fill the vacuum. These services ultimately renders these networks with tolerance—and sometimes even support—from local populations (Buscaglia and Dijk 2003; Felbab-Brown
~ 2012), and ultimately makes it easier for organized crime to forge alliances with political actors (Briscoe, Perdomo and Uribe Burcher 2014).
Batmanglich, S. and Hayer, K., The New Deal's Peacebuilding and State building Goals and Organized Crime (London: Intemational Alert, 2013), <http://www. intemnational-
alert.. deals-p: ind-org d >, accessed 8 October 2014
Buscaglia E. and van Dilk, J., ‘Controlling organized crime and corruption in the public sector’, Forum on Crime and Society, 3/1 and 2 (December 2003), pp. 3-34,
p: .unodc.org/p: um3_Art1.pdf>, accessed 30 November 2014
Briscoe, 1., Perdomo, C., and Uribe Burcher, C. (eds), Tllicit Networks and Politics in Latin America (Stockholm: International IDEA, 2014)
Felbab-Brown, V., Aspiration and Ambivalence: Strategies and Realities of Counterinsurgency and State-Building in Afghanistan (Washington D.C.: Brookings Institution, 2012)
Global Initiative against Transnational Organized Crime (GI), Results-Based Approaches to Organised Crime and Development: Input into the Post-2015 Development Agenda (Geneva: GI,
2015), <http://www.globalinitiative.net/download/global-initiative/Global%20Initiative %20-% 2 0Results%20Based%20Approach es% 20t0%200C% 20and¥%20Development%20-%20April%
202015.pdf>, accessed 10 November 2015
v

3.2. Adding, modifying and reordering factors

Customize the tool by adding new factors, modifying factors, removing factors and re-ordering
factors. The factor added in the tool is shown on the VKRL and Create new model. This
feature adds to the tool’s flexibility, as analytical models can include country- and election-
specific factors that were not originally included in the VKRL. All factors in IntegriTAS can
be modified or deleted, thus adding to the tool’s flexibility.

18 International IDEA
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3.2.1. Adding new factors

Step1

To create a new factor, click on Knowledge Resource — Add Factor, as in Figure 3.5.

Figure 3.5. Add factor in dropdown menu

W' Zambia (test model) - IntegriTAS Threat Assessment Systern

File Model | Knowledoe Resources I_Fiespunses Admin  Help
LTI LT I| Add Factor |

ID ‘A Maodify Factor

IEEEEFRTE FOE
LEELTLES

- Reorder Factors

View Factors

Step 2
Click ‘Add factor’. A new window opens, as shown in Figure 3.6.

Figure 3.6. Add factor popup window

W Zambia (test model) - Integr TAS Threat Assessment System - o X

File Model Knowledge Resources Responses  Admin  Help

Add new factor

Factor Name

Factor Type

Democratic vulnerabilities ~

Scale
Cumulative

Min Interval Max

Factor Texts

Selectfactor description field to edit |I|modu::lion &2

tBRElox|BUrsEsS=SH4tEr  — B A
Documents

User: Admin Admin

Step 3

Fill in the spaces for Factor Name, Factor Type (Scale for colour-coded factor), Democratic
Vulnerability or Organized Crime, as shown in Figure 3.7.

Select values for Minimum, Maximum and Interval. Minimum value represents the lowest
threat level for that factor. Maximum value represents the highest threat level for that factor.
Interval represents the numerical scales in which intervals have the same interpretation
throughout.
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Figure 3.7. Factor properties

W Zambia (test model) - IntegriTAS Threat Assessment System - [m] X

File Model Knowledge Resources Responses Admin  Help
@ Add new factor

Factor Name

‘ Factor Type
Scale ~ Democratic vulnerabiliies ~
Scale |Organized Crime | =
Factor Texts
Selectfactor description field to edit ‘ Introduction v
@ Introduction
~
v
h tBB(o=(BU S SlaftEs—B42[n
Documents
User: Admin Admin

Step 4

You can add a Factor Name, Factor Type or Scale. From the dropdown menu under Factor
texts, select ‘Introduction’ and add a brief description of the factor, as shown in Figure 3.8.
Empirical cases on the factor can also be added. Observable indicators, data collection
methodology and questionnaires can also be added using this dropdown menu.

Figure 3.8. Factor texts

Zambia (test model) - IntegriTAS Threat Assessment System - o s
9 y:

File Model Knowledge Resources Responses  Admin  Help

Factor Name

Factor Type

|Scale ~  Democratic vilnerabilites v
Scale

Min Interval Max

Factor Texts

Selectfactor description field to edit Introduction ~

Empirical Cases

Observable Indicators
Data Collection ~
Questionnaire

v
tBR(o~|BU I |= E gy | — B4 2 H
Documents

User: Admin Admin
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Step s
To save the factor, click ‘Save’.
Other options include:

e ‘Link Document’ creates a hyperlink to the document(s).
* ‘Add document to Library’ enables you to attach documents to the tool.

* ‘Delete documents from Library’ removes particular documents from the tool.

3.2.2. Modifying, editing or removing a factor

Step 1

To modify a factor, go to Knowledge Resources — Modify Factor, as shown in Figure 3.9.

Figure 3.9. Modify factor in dropdown menu

W Zambia (test model) - IntegriTAS Threst Assessment System

File Model | Knowledge Resources | Responses  Admin  Help
Add Factor

Modify Factor

Reorder Factors

View Factors

‘ Factor Type

|Scale ~ | | Democratic vulnerabiliies ~
Scale

!l Min Interval Max

= Facior Texis

i Selectfactor description field to edit Introduction v

A
v
h Y BR@B e BO | EEES Rt —BHL M
Documents

[e==

User: Admin Admin
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Step 2
Select the factor to modify from the Factor list in the dropdown display, as shown in Figure 3.10.

Figure 3.10. Factor selection dropdown menu

W' Zambia (test model) - IntegriTAS Threat Assessment System — [m] X

File Meodel Knowledge Resources Responses  Admin  Help

Modify Factor

Factor |Drug traficking )
Factor Name Firearms trafiicking
‘Dm Contraband smuggling and trafficking in counterfeit goods
9 llicit trafficking in wildlife
Factor Type Human trafficking

llegal mining

Scale ~ 0 ized Crime abuse of state resources
llegal Waste Dumping

Scale Cybercrime

Protection rackets

Min Interval Max Money and asset laundering

Socio-economic conditions

Factor Texis Political transition processes
Geosfrategic conditions
Selectfactor description field to edit Introduc) Rule of Law and Access to Justice

Introduction Political parties

Legislature

‘ Public administration

. Electoral system G
Media and civil society watchdogs

Drug trafficking is a global trade inve[inancial system tances that are subject to drug
prohibition laws (UNODC 1961; UN 1971; UN 1988: Art. 3.1 and 3.2). Numerous networks dedicated to this activity seek nexus to political V]
E actors in order to gain protection from prosecution, free movement of their products and avenues to conceal their profits, among other
Y BRRo~BU 7| = Syt — B2 A

Documents

=1 =

User: Admin Admin

Once the factor is selected to modify, you can change the following characteristics:
e Factor Name;
* Factor Type (Democratic Vulnerability or Organized Crime);
e Scale; and
* Factor text (Introduction, Empirical Cases, Observable Indicators, Data Collection
and Questionnaires).

Step 3

After modifying the factor, click ‘Save’ to save the changes.

3.2.3. Deleting a factor

To delete a factor, click Knowledge Resource — Modify Factor. Select the factor that you want
to delete from the dropdown menu. Click ‘Delete’ and confirm it, as in Figure 3.11.

Figure 3.11. Deleting a factor

W Zambia (test model) - IntegriTAS Threat Aszessment System - 0 x
Fis  Model Knowledge Resowsces  Fleaponses  Admin  Help
Modify Factor

Factor |Drugraficking |

Factor Name Freams raficking
g ¥alhing Canaband smuggling and raficking in counterfedl goods.

Hurman irafficking
Factor Type Bagal miving

Scale.

egal Waste Dumping
Scale Cybeserime

Protecton rackets
Min [1 [ iserval 10 3 Max 10 Money and asset laundering
Soco-econamic condians
Faclor Texts Palitical vansiion processes

o Geostratagic condons
Selsctfactor desciiption fiekd to edit O e oL aw and Access o Jusice Delete Factor here

Palitical parties P

Elsctorsl system A
Media and civi society walchdogs

Drug teafficking is 3 olobal trade inviFinancial system tances that are suflect to drug

prohibition laws (UNODC 1851; UN 1571; UN 1568: Art. 3.1 and 3.2). Numerous networks dedicated to this activity seelfnesus to politcal v

3€t0rs in order to gain protection fram prasecutian, free movement of their products and avenues te conceal their profifs, amang other
i@ o By EEIE AHET ML M

Documents

Save Cancel Delete

g
g

KV esm»
gi
‘

User; Adesin A
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3.2.4. Reorder a factor

You can also rearrange the factors.
Step1

Click on the Knowledge Resources menu —> Reorder Factors, as in Figure 3.12 below.
Figure 3.12. Reorder factors in dropdown menu

W' Zambia (test model) - IntegriTAS Threat Assessment System

File Model | Knowledge Resources | Responses  Admin

IR E AV Add F-E{:tﬂr
“] ‘A Modify Factor
i Reorder Factors

Yiew Factors

Step 2

A new window opens, as shown in Figure 3.13. The Democratic Vulnerability factors are
displayed on the left side of the window, and Organized Crime factors on the right.

Figure 3.13. Reorder factors popup window

W Zambia (test model) - IntegriTAS Threat Assessment System — o *

File Model Knowledge Resources Responses  Admin  Help

Reorder threat factors

Democratic vulnerabilities Organized Crime
Socio-ecanomic conditions Cybercrime
Political transttion processes Protection rackets
Geostrategic condtions Money and asset laundering
Rule of Law and Access to Justice Drug trafficking
Poltical parties Systematic abuse of state resources
Legislature Fireamns trafficking
Public administration Contraband smuggling and trafficking in counterfeit goods
Bectoral system llick trafficking in widfe
Media and civi society watchdogs Human trafficking
Financial system llegal mining

llegal Waste Dumping

NV SHm>»
=
=

User: Admin Admin
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Step 3

To change the order, click to select the specific factor. Click the ‘up’ or ‘down’ arrow, based
on the criminal threats or democratic vulnerabilities. As an example, ‘Political transition
processes’ have been selected from democratic vulnerabilities in Figure 3.14.

Figure 3.14. Reorder factors using arrows

W' Zambia (test model) - IntegriTAS Threat Assessment System

File Model Knowledge Resources Responses Admin  Help

PRI RRRAT RN
-

4

Reorder threat factors

Democratic vulnerabilities

Poltical ition p
Socio-economic conditions
Geostrategic conditions
Rule of Law and Access to Justice
Political parties

Legislature

Public administration

Electoral system

Media and civil society watchdogs
Financial system

=

Step 4
Click ‘Save’ to save the changes. Go back to the VKRL page, and you can see the factor on
the top of the window has changed, as shown in Figure 3.15.

Figure 3.15. Virtual Knowledge Resource Library with reordered factors

W Zambia (test model) - IntegriTAS Threat Assessment Systern

File Model Knowledge Resources Responses  Admin  Help

Knowledge Resources

Democratic Vulnerabilities Organized crime
Political transition processes Cybercrime
Socio-economic conditions Protection rackets
Geostrategic conditions Money and asset laundering
Rule of Law and Access to Justice Drug trafficking
Political parties Systematic abuse of state resources

L Firearms trafficking
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4. Analytical Instrument Module

4.1. Introduction

The Analytical Instruments Module allows you to upload and analyse data by drawing threat
maps and charting threat trends. Before creating an analytical model, all maps and threat
factors to be used must be completed in advance.

After creating an analytical model, you can generate and maintain a threat and action register
that details threat alerts issued and actions taken. IntegriTAS allows you to export, import
or delete analytical models. Maps can be saved within the model and exported as high-
resolution pictures or VKML files, which are Google Earth compatible.

The Analytical Instruments Module allows you to: create country- and election-specific
analytical models, upload data in order to generate threat maps and trend charts, and create
a register of threats and actions.

4.2. Map import

IntegriTAS does not include maps for countries or administrative divisions, provinces,
counties or municipalities. Therefore, you must add these maps manually, immediately after
installing the application.

The shape maps (shp files) are typically available from an electoral management body’s
boundaries department (cartographer) that uses GIS application, on the Internet or from
reputable companies producing digital maps. The loading time is reduced when the number
of child regions is limited.

4.2.1. Downloading maps

This section provides a guide on how to download and import shape files from the Internet
onto a computer, using the example of the website DIVA-GIS as a source and Australia as an
example." These steps are only applicable if you are using similar means to import shapefiles

for building IntegriTAS models.

Step 1

From a shapefile source, download the Administrative Areas spatial data files of the selected
country. For example, DIVA-GIS provides free geographic (GIS) data per country and
subject. Find the country you wish to use and click ‘OK’ to select, as shown in Figure 4.1.
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Figure 4.1. Example download of administrative areas spatial data files:
DIVA-GIS: country selection

5 Dovnload data by count X

= C | © www.diva-gis.org/gdata

DIVA-GIS

free, simple & effective

Dowmload program Free Spatial Data
Home
Download data by country
Select and download free geographic (GIS) data for any country in the wor
Country
Australia v
Subjeet
Step 2

Click ‘Download’ to begin downloading the zip file in the browser, as shown in Figure 4.2.

Figure 4.2. Example download of administrative areas spatial data files:
DIVA-GIS zip file download

% Spatial Dota Downlgad | X

= 2 | D waav diva-gisongdatsdosn

DIVA-GIS

free, stmple & effective

Herma

Spatial Data Download

Country: Australia

Subject: Administrative areas {GADM)

Download
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A zip file begins downloading in the browser, as shown in Figure 4.3.

Figure 4.3. Example download of administrative areas spatial data files:
DIVA-GIS zip file download progress

E AUS_adm.zip S

Step 3
Locate the zip files in your ‘Downloads’ folder, and right click to select ‘Extract all’, as shown

in Figure 4.4.

Figure 4.4. Example download of administrative areas spatial data files:
DIVA-GIS -zip file extract

L d s Compressed FolderTools  Downloads — O x
Home Share View Extract hd ﬂ
T * + MNetwork » IDEADCO1 » _RedirectedFoldersS » helsch » Downloads v |0 Search Downloads ¥
Name Date modified Type Size ~
7 Quick access e g T s R
= art%3A10.1007%:2Fs12117-007-9013-x 5/02/201611:24 AM  Adobe Acrobat D... 359 KB
%¥ Dropbox (Internation =" pcking Students Practitioner Brief (1) 7/05/2017 333 PM  Adobe Acrobat D... 3,065 KB
& OneDrive 1_-' Asking_Students_Practitioner_Brief 770572017 2:41 PM Adobe Acrobat D... 3,065 KB
¥ attachments 7/08/2017 436 PM  Compressed (zipp... 19,221 KB
5 ThispC E AUS_adm 3/10/2017 231 PM_ Compressed (zipp... 29,626 KB
[ Desktop 1_-' Avtal_om_ul Open Adobe Acrobat D... 135KB
Documents -5_: Avtal_om_uf Open in new window Adobe Acrobat D... 135KB
; Downloads " a-worldbank PE—— Adobe Acrobat D... 432 KB
. "L B24 Guatem X Adobe Acrobat D... 2,276 KB
J\ Music - T-Zip >
= i BALElfyouca Microsoft Word S... T7KB
ct N CRC SHA
ferures " bewerbung | % Adobe Acrobat D... 4KB
H videos 12 bjnplugin 2] Always available offline Windows Installer . 6312KB
‘i 05Disk (T = Boarding pa Sync > | Adobe Acrobat D... 22 KB
= COMMON (O:) " Boarding pa Pin to Start Adobe Acrobat D... 12KBE
== Presentation (P:) " boardingPa E} Scan with Windows Defender... Adobe Acrobat D... 67 KB
"L boarding-pa Open with... Adobe Acrobat D... 144 KB
= Network - .
= ~* BoardingPa Restore previous versions Adobe Acrobat D... 347 KB
Bolleyer and Micresoft Word 9... 106 KB
Eﬁ Banth Rickhs Send to > 1D12 Eil= o0 KR %
Tlditems  1item selected 289 MB  State: ot =1
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Step 4

Select where on the computer to save the files by finding the appropriate folder via the
‘Browse...” button. Click ‘Extract’, as in Figure 4.5.

Figure 4.5. Example download of administrative areas spatial data files:
DIVA-GIS-zip file extract destination

9 Extract Compressed (Zipped) Folders

Select a Destination and Extract Files

Files will be extracted to this folder:
|\\IDEADOm\_RedirectedFolders&\heIsch\DownIoads\AUS_adm | [ Browse..

[#] Show extracted files when complete

I Extract || Cancel |

The files download into the selected folder within a few seconds, as shown in Figure 4.6.
These files will be used in the following section when creating maps.

Figure 4.6. Example download of administrative areas spatial data files:
DIVA-GIS zip file extract folder

| = | User guide editing — m] *
Home Share View v o
+ » ThisPC » Desktop » IntegriTAS April 2017 » User guide editing v D Search User guide editing -l
GSoD Flyer 2017 * Name - Date modified Type Size ~
Op Eds [ AUS_admb.cpg 3/10720175:27PM  CPG File 1KB
Reviews AUS_adm0 3/10/2017 5:27PM  Microsoft Excel C... 2KEB
User Guide [ AUS_admo.dbf 3/10/2017 5:27PM  DBF File 6 KB
[ Aus_admD.pr 3/10/20175:27PM PRI File 1KB
£ Dropbox (Internat s
[ AUS_adm0.shp 3/10/2017 5:27PM  SHP File 20,005 KB
@ OneDrive [7] Aus_adm.shx 310/20175:27PM SHX File 1KB
[ AUS_adm1.cpg 3/10/2017 5:27PM  CPG File 1KB
I This PC . . ’
— AUS_adm1 3/10/2017 5:27 PM Microsoft Excel C... 1KB
I Desktop [ AUS_adm1.dbf 3/10/2017 5:28 PM  DBF File 6 kB
Documents [ AUS_adm1.prj 3/10/2017 5:28PM PRI File 1KB
; Downloads D AUS_adm1.shp 3/10/2017 5:28PM  SHP File 21,018 KB
D Music [ AUS_adm1.shx 3/10/2017 5:28PM SHX File 1KB
] Pictures [ AUS_admz.cpg 3/10/2017 5:28PM  CPG File 1KB
g videos AUS_adm2 3/10/2017 5:28PM  Microsoft Excel C... 126 KB
[ AUS_admz.dbf 3/10/20175:28PM  DBF File 796 KB
= 0SDisk (C) [} AUS_admz2.prj 3/10/20175:28PM PRI File 1KB
= COMMON () [ AUS_admz2.shp 3/10/2M175:28PM  SHP File 49,544 KB
== Presentation (P:) [7] Aus_adm2.shx 3/10/2017 5:28PM  SHX File 11KB
¥ license UIIMT5IRPM  Tet Document 1KR

19 items State:@Onhne Sync status: € Eror
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4.2.2. Creating maps in IntegriTAS

Step 1
Go to Admin Menu —> Mapping —> Manage Regions, shown in Figure 4.7.

Figure 4.7. Manage regions’ button in ‘Admin’ dropdown menu

W' Zambia (test model) - IntegriTAS Threat Assessment System

File Model Knowledge Resources Responses | Admin | Help

i = Mappi 2 i
1D Zambia (test model) | Ua"";:_ X | Manage Regions
ser Admin
I: Data 3
Marker Types
Server Address
Change Password

The screen should change to that shown in Figure 4.8.

Figure 4.8. Edit region popup window

Zambia (test model) - IntegriTAS Threat Assessment System - (m) X
9 y:

File Model Knowledge Resources Responses  Admin  Help

mrar Sl Edit Region
A =

Right ciick wil display EDIT options.

= Word

Afiica

- Asia

- Central America
.- Europe

i Notth America
- Oceania
South America
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Step 2
To add more detailed maps of a country, first you need to add regions.

To add regions, right click on the correct region and a menu will appear, as shown in Figure 4.9.
Figure 4.9. Add regions

W' Zambia (test model) - IntegriTAS Threat Assessment System

File Model HKnowledge Resources Responses Admin Help
"JA Edit Region

Regions

Right click will display EDIT options.

Change region name

Add child region
Add roads
Add POI

-- South

Delete region
Delete all child regions

This right click menu functionality can be used in every level, from the country level to lower
levels.

‘Change regions name’ Allows you to rename a region (you can also use their script as part
of the customization).

‘Add child region” Add new regions to the tool (using .shp file).
‘Add roads’: If you have a road .shp file, you can attach it to the tool.

‘Add Point of Interest (POI)* If you have a POI .shp file, you can attach it to the tool. (For
example, if you have a POI .shp file for polling locations you can view it on the tool).

‘Delete region’ Delete a specific region.
‘Delete all child regions’ Delete all the child regions under the parent regions.

This example uses Australia, with three administrative levels, as shown in Figure 4.10.

Figure 4.10. Example of administrative levels: Australia

Fa

MName Date modified Type "
D AUS_admO.shp 3/10/2017 5:27 PM 5HP File
D AUS_adml.shp 3/10/2017 5:28 PM 5HP File
D AUS_adm2.shp 3/10/2017 5:28 PM 5HP File
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‘AdmO0’ — country-level shapefile (boundary level of Australia).

‘Adm1’ — First administrative level (11 states and territories).

‘Adm2’ — Second administrative level (1,395 districts).

Step 3

Right click on the Region, here taking ‘Oceania’ —> ‘Add child region’, as shown in Figure 4.11.

Figure 4.11. Example of adding a child region: Oceania

LA T
-
4

InEFIFRTE Fam
RilwddEdi Y am@
ITidarss®as
AREmANTAEAN

#
_
@

@

Edit Region

Regions

Right click will display EDIT options.

- World
[+ Africa
. Asia
- Central America
o EL]mpE
- Marth America
E—]W Change region name
G- N
- South|  Add child region
Add roads
Add POl
Delete region
Delete all child regions
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Step 4

Locate the file on your computer and select the country-level shapefile for the boundary or
country level. In the example used in Figure 4.12, the shapefile Aus_AdmO for Australia is
selected.

Figure 4.12. Example of country-level shapefile for the boundary or
country level: Australia

W Open X

4 » ThisPC » Desktop > IntegriTAS April 2017 » User guide editing v @ Search User guide editing =)

Organize New folder =+ W @

. | Reviews G MName Date modified Type Size

L Round & |[] AUS_admD.shp 3/10/20175:27PM  SHP File 20,005 K8 |
. User Guide [ Aus_adm1.shp 3/10/20175:28 PM  SHP File 21,018 KB
[] AUS_adm2.shp 3/10/20175:28PM  SHP File 19,544 KB

& Dropbox (Internat
@ OneDrive

3 This PC
[ Desktop
Documents
‘ Downloads
j Music
[&] Pictures
i Videos
‘e 0SDisk (C)
= COMMON (O}
== Presentation (P:)

N — A

File name: | AUS_admO.shp v | ShapeFiles (~shp) v

| Open | | Cancel |

The window below appears. Select the shape name column from the dropdown menu as
‘Name_Engli’, as in Figure 4.13. For this, you do not need to select Parent Name Column.

Then click ‘Select’. You see Australia under Oceania.

The shape name column may change depending on your shapefile attributes.

Figure 4.13. Shape name column from the dropdown menu

Select shape name column

ID_0 150 NAME_D OBJECTID_1
» AUS Australia 15

< >

Shape name column

| NAME_ENGLI v|

Parent name column

|aniluimlum V|
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Step s

You now have ‘Australia (Country Name)” on the map. Right click on ‘Australia (Country
Name)” and then select ‘Add Child region’, as illustrated in Figure 4.14.

Figure 4.14. Example of adding a child region: Australia
[]A Edit Region
.q

Regions

Right click will display EDIT options.

=1 World
[+ Africa
- Azia
----- Central America
Europe
Morth America
(- Oceania
Aystralia
(- New Change region name
(- South Am - -
Add child region |I
Add roads
Add PO
" Delete region
. Delete all child regions

Step 6

Locate the file on the computerand click ‘Ok’. Under ‘Shape Name’ column select ‘Namel’,and
under ‘Parent Column Name’ select ‘Name0’. Click ‘Select’. You see the next administrative
level under country name.

To link the two levels of shapefiles, ‘Namel’ is the first administrative level and ‘Name0’ is
the country name.

In the example in Figure 4.15, ‘Aus_Adm1’ is selected to import the ‘First Administration
Level’ (states and territories).
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Figure 4.15. Example of importing the first administration level:
states and territories

Select shape name column t.
1o_0 150 MAME_(D ID_1 2
r AUS Australia 1
15 AlUS Australia 2
15 AUS Australia 3
15 AUS Australia 4
15 AUS Australia 5
15 AUS Australia 6 hd
£ >

Shape name column

| NAME_1 v |

Parent name column

\NAME_O v|

Under the country (Australia), the states and territories now appear, as in Figure 4.16.

Figure 4.16. Examples of states and territories in regions’ popup window

Regions

Right click will display EDIT options.

= World
- Africa
. Agia
- Central America
- Europe
- North America
= Oceania
=1 Australia
- Ashmore and Cartier Isla
- Australian Capital Temito
- Coral Sea lslands
- Jervis Bay Temitony
- New South Wales
- Northem Temitory
- Queensland
- South Australia
- Tasmania
- Victoria
- Westemn Australia

[+~ New Zealand
- South America
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Step 7
To continue, repeat these steps to import the amount of detail you require for your model.

For the second administrative level, select ‘Name2’ under the ‘Shape Name’ column and
‘Namel” under the ‘Parent name’ column and click ‘Select’.

For the third administrative level select ‘Name3’ under the ‘Shape Name’ column and
‘Name2’ under the ‘Parent name’ column and click ‘Select’.

In Figure 4.17, you see three administrative levels from the country to the second
administrative level.

If you have more administrative levels, continue the procedure until you have imported all

the shapefiles.

Figure 4.17. Example of three administrative levels from the country to
the second administrative level

rtegn eat s t Systerm
Knowledge Resources  Responses  Admin  Help

Edit Region

{11t
é%?s‘zis -

£
£

al

]

@

R T
]

Bass Coast Bal

Baysde - Bightt

THIEH
g

User; Admn Admn

Endnote

" Examples of websites providing shapefiles for free download include: DIVA-GIS
(http://www.diva-gis.org). Free GIS Data (https://freegisdata.rewilson.com/) provides
depository of similar pages (both sites visited October 2017). Note that this site and example
were functioning and relevant at the time of writing (October 2017) but may have changed
since that time.

International IDEA 35


http://www.diva-gis.org
https://freegisdata.rtwilson.com/

5. Creating and editing an
analytical model

You can create an analytical model by selecting factors that are relevant in a country and
electoral context. A model can include several factors. You can also change the scale range,
interval and weight on the ‘Create New Model’ page. You can add or remove factors from the
model at any time. But changing the scale, interval or weight of a pre-selected factor in Edit
Current Model results in the loss of all data added in Table by Factor or Table by Region.
The lists are mirrors of factors included in the VKRL, including newly added factors from
‘Adding a New Factor’, as explained in Section 3.2.1. You can also edit the model as required.

5.1. Creating an analytical model

Step 1
To create a new model, click ‘Model Menu’ —> ‘Create New Model (Ctrl + N)’, as in Figure 5.1.

Figure 5.1. Create new model in ‘Model’ dropdown menu

W Zambia (test model) - IntegriTAS Threat Assessment System

File | Model | Knowledge Resources Responses Admin Help

Vo)
"_] Import model

m:-'f',- Current model »

Zambia (test model)
Africa (test model)
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Step 2
By clicking ‘Create New Model’, the screen shown in Figure 5.2 appears.

Regions are displayed on the left side, and factors on the right (scroll down to see the factors
you have created).

Figure 5.2. Add model popup window

W Zambia (test model) - IntegriTAS Threst Assessment t System - X
File Model Knowledge Resources Responses  Admin  Help

Add model

Name ‘ ‘

Region £ Workd " 2
e ] D taficing Min Max 10 2| Inteval1.0 = weight (100 %
Adamaoua
— Centre
= ] Fresms aficking Min Max 10 3| Interval 1.0 5 Weight (1005
Estréme-Nord
Littoral
Nord
@ Nord-Ouest D:\Zﬂ:ﬁ;ﬂg:’g:gglmgand"amd(mg\n Min MHX 1 ‘ntewﬂ‘ E We\gnt 1OOE
Ouest
Sud
Sosoves ] Mk trficking i widiFe Min Max 10 2| Interval1.0 = Weight (100 %
o
. i Batha Est
i+ Batha Oues [ Human trfficking Min 1 Max 10 Interval 1.0 5| Weight 100
it g
Bet
Borkou
E £ Ennedi Est [ Megal mining Min Max 1 Interval 1 El Weight 1UUE|
Ennedi Ouest
£ Tibesti
Chari-Baguimi
Saam [ Systematic sbuse of sate resources Min Max \ntewa\ Weight 100 ]
Loug Char
Guéra
- Bh Sk | ] ega iaste Durng Min Max 5 = Inteval1.0 5 weight (1003
i Guéra

Mangalmé

H:adge;—;::: [ Cybercrime: Min Max \ntewa\ Weight 100+

i~ Dagana
b Harsze AlBar o Interval 1 El Weight .

< 5 | O Protection rackets Min Max 5

User: Admin Admin

Step 3

Add the title of the model (for this example ‘Australia (test model)’). Check the box to select
factors including scale, weight and region (part of a region or a whole region, i.e. Australia).

You can create a single factor model or a multiple factors model, depending on your
requirements.

Step 4
Click ‘Save’ to save the model. A window such as in Figure 5.3 appears.
Figure 5.3. ‘Save’ function for adding a model in popup window

@ New Zesland (test 2) - IntegriTAS Threat Assessment System - x
File Model Knowledge Resources  Responses  Admin  Help

Name [Australia (test model) |
Region & World A~ Q
s ) Dngtreicking Min Max [10 5] Intervall1.0 2] weight 100 |
!l Certral Ameri
Europe
— Notth America 7] Fireamns raficking Min 1 Max |10 Interval 1.0 2| weight 100
toe gt 1005
& Austreia
Ashmore and Carte.
@ N Cons | P gt 100
Coral Sea lsiands
Jenvis Bay Tertory Model was successfully saved
New South Wales
Nothem Terton [ ick trafficking in wildife eight 100 El
‘ - Queensiand
(4 South Australia
Tasmania Human trafickin
Tooner ] s eight 100
Westem Australa
& New Zealand
Auckland [ legal mining eight -1 00
h Bay of Plrty 9 8
Cantetbuy
Chatham flands
- Garome [ Systematic abuse of stae resources Min Max 5 Interval 1. . Weight 100 E
>v< Hauke's Bay

Manawatu-Wangar
Haborouh 1] gl Waste Durping Min Max Interval 1.0 2] weight 100 &
Northland
Otago

s [ Ctereine Min Max [5 5 Interval 1.0 ] weight
Vgen

2 = s | [ Protection rackets Min Max 5 Interval 1 E' Weight 100E| v
e

User: Admin Admin
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Once you save the model, you select the model from either:
1. Model Menu (Figure 5.4)
2. Model Dropdown Menu (Figure 5.5)

After selecting the model, the model name appears in the Title Bar and Home Screen. Figure
5.6 shows that ‘Australia (test model)” is now the name appearing in both.

Figure 5.4. Model menu
W Mew Zealand (test 2) - IntegriTAS Threat Assessment Systemn

File | Model | Knowledge Resources Responses Admin Help

i Grﬂatﬂ o rrHIiE| mr|+N m
In Import model

u
L

' ::

T
sl
-

Current model k

Zambia (test model)
Africa (test model)
Argentina (test model)
Mew fealand (test model)
Mew fealand (test 2)

| Australia (test model) |

Figure 5.5. Model dropdown menu

' New Zealand (test 2) - IntegriTAS Threat Assessment System - X

lodel  Knowledge Resources  Responses  Admin  Help

New Zealand (test 2)

@ @

New Zealand (test 2)

|
C/
o
)

Zambia (test model)
Africa (test model)
Argentina (test model)
New Zealand (test model)
New Zealand (test 2)
Australia (test model)

User: Admin Admin
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Step s

Access the model for analysis by clicking on either the globe image on the Home Screen or
the house icon on the Side Bar as shown in Figure 5.6.

Figure 5.6. Globe image in home screen

W Australia (test model) - IntegriTAS Threat Assessment System = X
File Model Knowledge Resources Responses  Admin  Help

Australia (test model)

_ G/

Australia (test model)

_]
@
R
]

5.2. Editing an analytical model

User: Admin Adimin

The model can be edited by adding or removing factors.

Step1

Click on ‘Model’ —> ‘Current model’ —> ‘Edit (Ctrl +E)’, as shown in the window of Figure 5.7.
Figure 5.7. Current model dropdown menu

W' Australia (test model) - IntegriTAS Threat Assessment System
File | Model | Knowledge Resources Responses Admin  Help

S Create new model  Cir[+M
ID Import model
.“:'.“.'.' Current model 3 | | Edit Cirl+E

Zambia (test model) Reorder threat factors
Africa (test model) Export

Argentina (test model) Delete

Mew Zealand (test model)
Mew Zealand (test 2)
Australia (test model)
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Step 2
A new window will appear, such as in Figure 5.8.

Figure 5.8. Edit model popup window

@ Australia (test model) - IntegriTAS Threat Assessment System - X

File Model Knowledge Resources Responses  Admin  Help

(M [Australia (test model) |
A
fegen | & o e Min Max 10 2| Inteval1.0 = weight (100 % :
!l 2 Freams teficking Min Max 10 = Interval1.0 | weight
@ EEETEETEEI g wax 10 = Interval 1.0 ] weignt 100 ]
N ] Mk rficking i wikfe Min Max 10 = Interval1.0 | weight
(2
( 4 ] Human aficking Min Max 10 3| Interval 1.0 5 Weight (1005
E [ egalming Min Max 10 % Interval1.0 | weight
[0 Sstnsc e of st esusces Min Max 5 = Interval1.0 £ Weight
] tegal iaste Duming Min Max 5 % Inteval1.0 = weight (100 %
[ Cyoereme. Min Max 5 = Interval1.0 | weight
[] Proscionackets Min Max 5 | Inteval1.0 = weight (1003 .
[soe | cancar | | Doleto Eon

User: Admin Admin

You can edit the title and add or remove factors. You can also change the scale, interval and
weight. However, you cannot select the regions while editing a model.

While editing, if any factor(s) previously added to the model has data under changing the
scale, interval and weight, the data is lost.

Click on ‘Analytical Instrument’ (Globe icon) on either the Home Screen or Side Bar. The
screen as in Figure 5.9 appears.

Flgure 5 9. Analytical instruments popup window

Mapping ‘ Chatting ‘ Table By Region ‘ Table By Factors ‘ Static Markers. ‘ Threat Factors in Modsl ‘ Risk and Action |

Map settings I“ @9 @@@ *““I'I (:)

From To

02017 @+ | 0207 @v

Al available dates

Factors

[ Drugtrafficking
[ Fireams trafficking
[] Contraband smugging and trafficking

Regions:
&[] Westem Australia

g i e e
Bassendea

i

Beimont

Beverey

Boddingion

Boyup Brook

Brdgetown Greenbushes

ooogoooooog

Marker Types

User: Admin Admin
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The screen is divided into four sections:

Map Settings: This enables you to select the date, factor(s), region(s), marker(s) and colour
scheme, and save or load settings.

Tab Bar: This enables you to switch between different tabs (mapping, charting, table by
regions, table by factor, static markers, model in factor, and threat and action).

Toggle Bar: This enables you to select the administrative layers (continent to lower division of
country), static markers, roads, POI and refresh the map.

Map Interface: This interface helps you view the maps, with the help of the map settings
selection and toggle bar.
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6. Adding data to an analytical model

You can add data through “Table by Factor’ or “Table by Region. The type of data being
entered depends on what factor is being observed. For example, an observable indicator of
drug trafficking might be seizures of narcotic drugs across the country, such as found in
reports by Australian Federal Police on the volume, type, and street value of drug seizures
across the country. Data can be collected on the same observable indicator, over a long period
of time. Data relating to trust in the drug trafficking example can be collected on separate
occasions and can be projected in mapping and trend analysis. Data requires some coding
before entering into IntegriTAS according to either a scale (which can be modified under the
‘Edit Model” functionality demonstrated above), or the cumulative parameters (see Section 10,
‘Cumulative Factors’). For large data sets, it may be worthwhile to add data into an Excel sheet
and then paste it into the application. Data can also be saved by clicking on ‘Export All Tables’.

You can add data using two methods in IntegriTAS. You can either go to “Table by Region,
shown in Section 6.1, or “Table by Factor’, shown in Section 6.2 on the “Tab Bar..

6.1. Table by Region

This data entry method is used when data are collected over regions, which helps to enter data
for a specific region.
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Step 1
Access this functionality by clicking on “Table by Region’ as highlighted in Figure 6.1.

Figure 6.1. Table by region functionality

W Australiz (test model) - IntegriTAS Threat Assessment System - X
File Model Knowledge Resources Responses  Admin  Help

Australia (test model)

Mapping ‘ Chatting ‘ Table By Region ‘ ‘Table By Factors ‘ Static Markers. ‘ Threat Factors in Model ‘ Risk and Action |

Select a region
5 Austialia

‘Ashmore and Catter Isands

na
Austrelian Capteal Tertory
Acton

U e

Select a region by clicking on it. All the factors in the model are then shown on the right side
of the window, as seen in Figure 6.1.

Step 2
To add the date, click ‘Add Date’, and a line with the current date appears below the factor,
as shown in Figure 6.2.

Figure 6.2. Add date in table by region

(test model) - IntegriTAS Threat
lodel  Knowledge Resources nses  Admin  Help

Australia (test model)

Mapping ‘ Chatting ‘ Table By Region ‘ ‘Table By Factors ‘ Static Markers. ‘ Threat Factors in Model ‘ Risk and Action |

ot System - X

Select a region
Fireams.
= Austialia e Drugtraficking yeotien s
Ashmore and Carter Isands

Austraian Capttal Terttory
Coral Sea Islands

Baw Baw - Pt B East

U@

C. Goldfelds - Mborough
C. Goldfelds Bl
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Step 3

Add the data for a particular factor. You can add data for more than one factor as required.
You can also change the date, if data are available for the previous data date.

In the Australia example shown in Figure 6.3 below, dummy data have been entered.

Figure 6.3. Example of data: Australia

W' Australia (test model) - IntegriTAS Threat Assessment System - X
File Model Knowledge Resources Responses  Admin  Help

Australia (test model)

Mapping ‘ Chatting ‘ Table By Region ‘ Table By Factors ‘ Static Markers. ‘ Threat Factors in Model ‘ Risk and Action ‘

u
LR ing
Coriraband smuggling and trfficking in courterfet goods

B B B B )
HERRNRRIOOX

Step 4

Once data are added, the tool automatically saves it. For this reason, no ‘Save’ button is on
the screen, as seen in Figures 6.2 and 6.3.

To edit the value, click on the value below the factor and make changes.

To delete the values for a region or date, click ‘Delete Date’.

6.2. Table by Factor

The second method of entering data into the tool is by selecting the tab “Table by Factor’ from
the Tab Bar. This is more useful for entering data for a factor(s) and for all the regions.

The size of the shapefiles (maps) impacts the loading time.
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Step 1

Click to select the appropriate region and factor in the two panels on the left, as seen in

Figure 6.4. Then click ‘Add Date’.

The region selected appears on the right side. Enter the data. It saves automatically, as is done
in the “Table by Region’ option.

Figure 6.4. Region and factor selection in table by factors

W Australia (test model) - IntegriTAS Threat Assessment System - x
File Model Knowledge Resources Responses  Admin  Help.

Australia (test model)

Mepping ‘ Charting ‘ Table By Regon ‘ Table By Factors | Static Markers ‘ Theat Factors in Model ‘ Risk and Action ‘

aaaaaaa

Step 2
Right click on a region to display the menu.
This gives you the following options:

‘Select all child regions This menu helps select all the child regions that fall under the
selected parent region.

‘Select all regions on this level This menu helps select all the regions on the same level.

‘Deselect all child regions’ This menu helps deselect all the regions that fall under the selected
region.

‘Deselect all regions on this level This menu helps deselect all the selected regions on the
same level.

‘Export Table’: This function enables you to export the current factor to Excel.

‘Export All Tables™ This function enables you to export all the factors to Excel.
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7. Mapping

Once you have entered the data into the application, it can be manipulated and viewed in the
mapping interface. The different-coloured regions represent variance in threat.

The map displays an average threat level per region. This function is useful when looking at
threats over a given time period.
Step 1

Within ‘Analytical Instruments’, click on the ‘Mapping Tab’. The country map will be
displayed, as shown in Figure 7.1.

Select the date (from and to) according to your requirements.

Figure 7.1. Country map in mapping tab

Australia (test model)

s | o | 1 | Ty | b | s | i |

S @REEED 2 i ©

s e e

Step 2

Select the factors according to your requirements.

Step 3

Right click on ‘Country name’ (here, Australia) and either click to select all the regions, or
click to select the specific regions to be included.

Go to the toggle tab to select the layer to be drawn (in this case the First Administrative Layer
is selected).
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Step 4

You select the regions or administrative level depending on data availability.

You see a monochrome display of data. If you want to change the colour scheme, you can
select a colour from ‘Pick a color’ (highlighted in Figure 7.2) or use a default colour scheme

such as monochrome, traffic light, temperature. Alternatively, you can select a custom colour
for each threat level.

Select the colour scheme from the dropdown list.

Figure 7.2. Pick a colour in dropdown menu

W Australia (test model) - IntegriTAS Threat Assessment System

File Model Knowledge Resources  Responses  Admin  Help

Australia (test model)

Wepping ‘ Chatting ‘ Table By Region ‘ Table By Factors. ‘ Static Markers ‘ Threat Factors in Model ‘ Risk and Action |

© W@ @RIEIEIED # i

[ Upper Lachlan Shire

[Jwaags Wagas -PtA
[ waggs Waggs -Ft B

nnnnnn

User: Admin Admin

Figure 7.3 is an example of the traffic-light colour scheme.

Figure 7.3. Example of traffic light colour scheme

W Australia (kest model) - IntegriTAS Threat Assessment System

File Model Knowledge Resources Responses  Admin  Help

Australia (test model)

Mapping ‘ Charting | ‘Table By Region | Table By Factors | Static Maricers ‘ Threat Factors in Model ‘ Risk and Action |

" QRIEIEIED ity
Ourla
D Urana

[OJwagga Wagga - Pt A
[ Wagga Wagga - Pt B
akaol

Pick a color scheme

Map Settings

o 1

Saved setings:

User: Adnin Adrin
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Step s

Right click to select from various functionalities on the Map Interface. The menu will appear,
as shown in Figure 7.4.

Figure 7.4. Functionalities dropdown menu in map interface

@ Australia (test model) - IntegriTAS Threat Assessment System - X

Fil | Knowledge Resources  Responses  Admin  Help

Australia (test model)

Mapping ‘ Chating | Table By Region ‘ ‘Table By Factors ‘ Static Markers ‘ Threat Factors in Model ‘ Risk and Action |

i * i QQQIEIEIED » i <
i

] Wagga Wagga - Pt A
[ Wagga Wagga - Pt B

Display data value
Factor legend
Cumulative factor legend
Cumulative factor size »

Save asimage
Save as high resolution image
Saveas KML

Show grid

Show zoom controls.

User: Admin Admin

This menu provides the following functionality:
‘Region Name” Displays the name of the region selected.

‘Display data value™ Shows the colour-coded value for each region. (If more than one factor
has been selected, the mean value is displayed).

‘Factor legend’: Shows the value and the colour representing the value.
‘Show grid’: Displays the geographical grid on the map.
‘Show zoom controls™ Displays the zoom controls to help zoom in or out.

Figure 7.6 illustrates what applying these functionalities looks like.

Figure 7.5. Functionalities dropdown menu

Add marker
Edit marker
Delete marker
Marker titles
Marker legend

Region names

Display data value
Factor legend
Cumulative factor legend
Cumulative factor size

[<J<died

Save as image

Save as high resolution image

Save as KML



IntegriTAS User Manual

Figure 7.6. Example of application of mapping functionalities
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8. Settings

You can use different settings from the tool to ease its use while working on multiple threat
alerts.

Map and chart settings are mostly useful when you are working on more than one map. You
can save the current settings and work on other maps, and can alternate between maps as
required.

8.1. Connecting to new or other servers

Step1

Click on ‘Admin’ — ‘Server Address’, as shown in Figure 8.1.

Figure 8.1. Server address in ‘Admin’ dropdown menu
W Awustralia (test model) - IntegriTAS Threat Assessment System

File Model Knowledge Resources Responses | Admin | Help
IRPEEEAT IR = Mapping 4
el Australia (test model) _ _
1 User Admin 4
i Data ‘
Marker Types

| SemverAddress |

Change Password
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Step 2

A window appears, as shown in Figure 8.2. Enter the IP address or computer name of the
server to connect to the new server.

Figure 8.2. Server hostname or IP address popup window

Enter server hostname or IP address

lacalhost

Save Cancel

Step 3

Click on ‘Save’ to save the changes.
Restart the tool to connect to the new server.

The local host in the tool refers to where the server and client are both installed in the same
system.

8.2. Map or chart settings

Step 1

On the ‘Mapping Tab’, scroll down to the section ‘Map Settings’, as shown in Figure 8.3.

Figure 8.3. Map settings in mapping tab

Map Settings
ﬁg_t:;gs Save
Saved settings:
Load settings Delete settings
W
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Step 2

Enter the name to save the current settings and click ‘Save” and ‘OK’ to confirm the save. A
window will appear to confirm, as shown in Figure 8.4.

Once saved, the name appears on the saved setting box in the Map Settings Section.
To load a previously saved setting, select the setting and click ‘Load Settings’.

To delete a setting, select the setting and click ‘Delete Settings’.

Figure 8.4. ‘Save’ functionality and confirmation popup window for map name
: : I | cul

Marker Types

Informaticn rthern Territ
Settings were successfully saved. 4

20

Resize markers ]

Color Scheme
Pick a color

—ar-

Austral

South

30

Pick a color scheme

1 owse

XL
|

Map Settings

Seftings ustralia_test_settings
Name el _seing

Saved seftings

408 S
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9. Saving work

It is recommended that you frequently save models and databases to minimize the risk of
losing data if the system becomes unstable. The tool acts as a depository for threat data during
and between elections, and saving work should be a common practice for all users in case the
IntegriTAS application runs into critical errors or a new version requires installation. To save
the work, you can either back up or export. ‘Backup’ saves all the models included in the tool,
while ‘Export only’ saves the current model selected.

9.1. Backup

Step 1

Go to ‘Admin menu’ —> ‘Data’ —> ‘Backup’. A window appears, as shown in Figure 9.1.

Figure 9.1. Backup popup window

W' Backup bt

Backup
Please select what to include

[ ] Database

[ ] Files

[ ] Shapefiles

QK Cancel
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Step 2

Select the required options. You can back up only the database or files added to the tool, the
shapefiles (i.e. GIS datasets) or all three. It is recommended to select all three.

Click ‘OK..
Step 3

A dialogue box opens. Provide a name for the backup file and location on your hard drive. It
takes some time to back up the database. After the database backup is completed successtully,
you receive a confirmation.

9.2. Restore
You need the computer’s administrative privileges to restore the database.

Go to ‘Admin’ —> ‘Data’ —> ‘Restore’. A window appears, as shown in Figure 9.2.

Figure 9.2. Restore popup window
W Australia (test model] - IntegriTAS Threat Assessment Systern

File | Model | Knowledge Resources  Responses Admin Help
Sater Create new model Ctrl+M
ILIE
I I_] Import model
:‘l:.“.' | Current model ] | Edit Ctrl+E
Zambia (test model) Reorder threat factors arkers Threat Factors |
Africa (test model) | Expot | é y [
Argentina (test model) Delete 9 |— I—
fire 100° E
Mew Zealand (test model) (7]
New Zealand (test 2) =
. Pt A
Australia (tt.ast :rnch:lel} Pt B
E----DWakml
[ JWalcha W
£ >
Marker Types

You must remember how the backup (Section 9.1) was done previously. If all three options
were selected for backup, again select all three options or use the selected option to restore the
database.

Click ‘OK’ and locate the previously saved database. This can take a few moments.
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9.3. Exporting a model

Step1

To export the model, go to ‘Model Menu’ —> ‘Current’ —> ‘Export’, as shown in Figure 9.3.

Figure 9.3. Export in current model dropdown menu

W Australia (test model) - IntegriTAS Threat Assessment System

File | Model | Knowledge Resources  Responses Admin Help
S Create new model Ctrl+M
DLIE
Import model
Current model J | Edit Ctrl+E
Zambia (test model) Reorder threat factors arkers | Threat Factors |
Africa (test model) | Export | é |:|L| [
Argentina (test model) Delete e L L
m 100° E
Mew Zealand (test model) (7]
-0
New Zealand (test 2) =
Pt A
Pt B
W
>
Step 2
A new dialogue box appears, as shown in Figure 9.4.
Figure 9.4. Export dialogue box
W SaveAs =
« « 4 Bl » ThisPC » Desktop v D Search Desktop o
Organize « MNew folder f= - 0
Documents # ™ Name : Date modified Type Size )
=] Pictures # IntegriTAS April 2017 2/10/2017400PM  File folder
Presentations ModelShapefiles 2/10/201710:43 AM  File folder
Round & D Argentina (test model) 2/10/2017 10:42 AM - XML Document 973 KB
User Guide |## Dropbox (International IDEA) 19/09/2017 8:45 AM  Shortcut 2KB
User guide editi =1 Gl-Colombia-2016 27/09/201710:51 .. Adobe Acrobat D... 1,221 KB
v [H ideaweb 8/04/2016 10:56 AM  GIF File 3KB v
File name: | Australia (test model) -
Save as type: ~
A Hide Folders Save | | Cancel
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Step 3

Select a location on your hard drive and click ‘Save’ to export the desired model. A window
such as the one shown in Figure 9.5 will appear.

Figure 9.5. Export save information popup window

Information

OK

The shapefiles associated with the model are also exported to the same location in a folder
named ‘ModelShapeFiles’ to which the model is exported, as shown in Figure 9.6.

Figure 9.6. Location for exported shapefiles associated with the model

ModelShap... Australia (test
model)
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9.4 Importing a model
Step 1
Go to ‘Model Menu’ —> ‘Import Model’, as shown in Figure 9.7.

Figure 9.7. Import model in model dropdown menu

W' Australia (test model) - IntegnTAS Threat Assessment System

File | Model | Knowledge Resources  Responses — Ad

SR Create new model Ctrl+MN
I [] Import model
IRERETR
v 140 Current model » -
AR RIEDN
_ Reqion Table
Zambia (test model)
Africa (test model) 2ot
- re
Argentina (test model) L
re
New Zealand (test model)
New Zealand (test 2)
. Pt A
Australia (test model)
Ft B
| il IWakool
A new dialogue box appears, as shown in Figure 9.8.
Figure 9.8. Import model dialogue box
W Open *
4 Bl > ThisPC » Desktop v O Search Desktop p
Organize « Mew folder Bz v [N e
I This PC ~ Name - Date modified Type Size ~
I Desktop IntegriTAS April 2017 210/2017 400PM  Filefolder
Documents ModelShapefiles 2/10/2017 10:43 AM  Filefolder
i Downloads D Argentina (test model) 2/10/2017 10:42 AM XML Document 973 KB
D Australia (test model) 9/10/2017 4:50 PM XML Document 374 KB
$ M”“ £ Dropbox (Intemational IDEA) 19/09/2017 8:45 AM  Shortcut 2KB
=] Pictures = Gl-Colombia-2016 27/09/201710:51 .. Adobe Acrobat D... 1,221 KB
B videos & ideaweb 8/04/2016 10:56 AM  GIF File 3KB
iie OSDisk(C) v [7E Outlook 2013 18/01/2016 11:45 .. Shortcut 3KB v
File name: | Australia (test model) v
Open | ‘ Cancel |
Step 2

Locate and select the model to be imported and click ‘Open’. The model is imported and is
shown on the ‘Model Selection Drop Down Menu’.

If the model you are importing does not have the shapefile, you must import the shapefile
first and then import the model.

If a model with the same file name as a previous model is imported, the tool automatically
renames the model by adding a number after the model name.
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10. Cumulative factors

Cumulative factor(s) are used to present numerical data such as a security incident or
complaint. If more than one numerical entry is made for the same factor or region under
different dates, the numbers are aggregated. Cumulative factor(s) can be combined with
colour-coded factors, providing two levels of information. Several cumulative factors can be
displayed in the map at the same time.

10.1. Creating cumulative factors

Step 1

Go to ‘Knowledge Resources’ — ‘Add Factor’, as shown in Figure 10.1.

Figure 10.1. Add factor in knowledge resources dropdown menu

W Australia (test model) - IntegriTAS Threat Assessment System
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A new window opens within the tool, as shown in Figure 10.2.

Figure 10.2. Add new factor popup window

W Australia (test model) - IntegriTAS Threat Assessment System

File Model Knowledge Resources Responses  Admin  Help

Add new factor

Factor Name

Factor Type
|Scale. o i¢ v

Scale

Min Interval Max

Factor Texts

Selectfactor description field to edit Introduction <

N SHM>P

User: Admin Admin

Step 2

Enter the name for the factors. For the example in Figure 10.3, the title for the cumulative
factor is ‘Methamphetamine seizures’.

Figure 10.3. Example of name of new cumulative factor

W Australia (test model) - IntegriTAS Threat Assessment System

File Model Knowledge Resources Responses  Admin  Help

Add new factor

Factor Name
[ ine seizures ]
Factor Type
[scale | |Democratic vuinerabilies
Scale
Factor Texts
Selectfactor description fieldto edit
~
v
SBBo~BUZ E==E|giEr —BL A
Documents
User: Admin Admin
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Step 3

Under the ‘Factor Type’ dropdown menu, select ‘Cumulative’, and specify the factor as
‘Democratic Vulnerabilities or Organized Crime’. See Figure 10.4.

Figure 10.4. Example of colour selection for a cumulative factor

Factor Name
|Meﬂlamphetamine selzures |

Factor Type
Cumulative “ Organized Crime w

Cumulative Factor Colors
Back color |[l| Fontcolor |[ || Preview:

Factor Texis

Selectfactor description field to edit Introduction b

Step 4

Select the colours under ‘Cumulative Factor Colors’. Select the ‘Back color’ and ‘Font color’
as required. The example in Figure 10.4 uses a red back colour with a white font.

Step 5

To fill in the factor text, select from the dropdown menu of the description field, as shown
in Figure 10.5.

You can enter text for the introduction, empirical cases, observable indicators, data collection
and questionnaires to the factor, as is done in the colour-coded factor.

Figure 10.5. Factor text dropdown menu

Factor Name
|Iu|eﬂ|amphetamine selzures

Factor Type

Cumulative w Organized Crime w

Cumulative Factor Colors

Back colar El Font colar IE' Preview:

Factor Texts
Select factor description field to edit Introduction ~
. od o
Intreduction Empirical Cases

Observable Indicators
Data Collection
Questionnaire
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Step 6

Click ‘Save’ to create a new cumulative factor.
You can also view the cumulative factor(s) in the Knowledge Resource Library.

10.2. Adding cumulative factors to the model

After you have created the cumulative factor, it is time to add the factor to the model.

Step 1

Go to ‘Model Menu’ —> ‘Current Model” — ‘Edit’.

Add the factor to your current model by selecting it. Added factors appear at the bottom of
the list, as seen in Figure 10.6.

Figure 10.6. Factor added to current model

Australia (test model) - IntegriTAS Threat Assessment System - X
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Step 2

Click ‘Save’ to add the cumulative factor to the model. Adding data to the cumulative factor
is the same as adding data in the colour-coded factor.

Step 3

Add the data for the required factor.

Figure 10.7 and 10.8 show the six functionalities for adding the required data into the model.
1. Open ‘Analytical Instruments’

Add data by either “Table by Region’ or “Table by Factor’ from the Tab Menu

Select the region(s) for the data

Select the Cumulative factor

Click ‘Add Date’

Enter the data

O W N
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Figure 10.7. Functionalities for adding data into the model
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Figure 10.8. Mapping settings functionalities
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Step 4
After the data have been entered, go back to the ‘Mapping Tab’.
Select the date, factor and region to be drawn.

You can add more than one cumulative factor to the model. You can show the legends by
using the right click menu.
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Step s

To increase the size of the cumulative factors, right click on the mapping interface. Select the

required size (Small, Medium, Large or Extra Large) as shown in the menu in Figure 10.9.

Figure 10.9. Cumulative factor size dropdown menu

Cumulative
Cumplaints

Add marker
Edit marker
Delete marker
Marker titles
Marker legend

Region names

Display data value

Factor legend

Cumulative factor legend

| Cumulative factor size small
Save as image Medium
Save as high resolution image Large
Save as KML Extra Large
Show grid
Show zoom controls
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11. Static markers

Static markers can be used in a number of ways, such as to display the location of a facility
(polling station, police station, warehouse), events or incidents (political party rally, hate
speech, human rights violation), material (sensitive or non-sensitive electoral material, small
arms) or actor (political party, police, election monitors, election officials). They can also be
used to denote threat factors or vulnerabilities particular to a location. The static marker
feature can use GPS coordinates.

By default, the tool comes with two static markers, but you can also create a new static
marker. You can select marker(s) from the list or use your own marker (Note: the static
marker should be in .png image format)

11.1. Adding new static markers

Step 1
Go to ‘Admin Menu’ — ‘Marker Types’, as shown in Figure 11.1.

Figure 11.1. Marker types in ‘Admin’ dropdown menu
W Australia (test model) - IntegriTAS Threat Assessment System
File Model Knowledge Resources Responses | Admin | Help

D Australia (test model) E:Ei.n :

Data 3
| Marker Types |
Server Address

Change Password
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A new window appears, as in Figure 11.2.

Figure 11.2. Marker types popup window

Saders

Neme [ ]
Symbol Load animage file v
size foman ]

Step 2

Enter the name of the new marker.

Step 3

Delete

Select ‘Symbol’ from the dropdown menu. There are around 40 static markers to be selected,
as seen in Figure 11.3.

Figure 11.3. Static markers options
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Symbol

Size

|Dispute |

Dispute v

Fire
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GrayFlag

GrayPin

GreenFlag
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Gun
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Rectangle

RedFlag
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SmallBomb s
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Step 4

Select the size (Small, Medium or Large), as shown in Figure 11.4.

Figure 11.4. Static marker size options

MName Dispute
Symbol Dispute W
Size Large -
Small
Medium

P

Click ‘Save’ to add the new marker to the tool.

Step s

After saving, the name of the marker appears on the left side of the window (the markers list),
as shown in Figure 11.5.

Figure 11.5. Static marker saved

s
o e S —

Dspute

Symbol Load an image file v Load an image

Size [small

=3 =N -
Step 6
You can also create your own marker to add to the tool using the ‘Load an image’ button.
You can edit the marker name, symbol and size by selecting the marker from the markers list.

You can delete the marker(s) by selecting the marker and clicking delete.

66 International IDEA



IntegriTAS User Manual

11.2. Adding static markers to maps

Once created, static markers can be added to the map.
Step1

In Analytical Instruments, right click on the area where the marker will be added.

A menu appears, as shown in Figure 11.6. Select ‘Add Marker’.

Figure 11.6. Add marker popup menu

W Australia (test model) - IntegriTAS Threat Assessmen t System

File Model Knowledge Resources  Responses  Admin  Help

Australia (test model)

Mapping ‘ Charing ‘ ‘Table By Region ‘ Table By Factors ‘ Static Markers ‘ Threat Factorsin Model ‘ Rk and Action ‘

Map settings : m é é 9 @@@@““‘I )
Dates o . Weilervﬁlslralla Australia

Foctors South Australia
[] Drug trafficking [20]

[ Freams traficking
New South Wales
[0 Contraband smugging and trafficking

[ Methamphetamine seizures -

Australian Capital Territory

Victoria

far

Region names

Display data value
Factor legend
Cumulative factor legend

Save asKML

Show grid
‘Show zoom controls User: Admin Admin

Step 2

A window as shown in Figure 11.7 appears.

Figure 11.7. Marker popup window

Marker

Title

Title Color [

Text

Select Marker Type

|Gender issues v | ﬁ

From [09/10/2017 @~ | Te |oss10/2017 B |

Latitude:  |-37.25075989743| Longitude: |146.1331726031.

| Save | | Cancel ‘
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Enter the required information, as shown in Figure 11.8.

e Add the ‘Title’ for the marker.

* Change the title colour by clicking the colour.
* Add the description in “Text Field'.

*  Select the marker type.

* Select the date. This allows the marker to be viewed during the specified period.
* Latitude and Longitude are already added. However, more specific values can be

added if required.

Figure 11.8. Marker information in popup window

Marker

Title

Dispute

Title Colar -

Text

There was a dispute between two parties

Select Marker Type

v AR
B |

|-37.25075989743| Longitude: |146.1331726031;)

| Gender issues

From (09/10/2017 @~ | To |09/10/2017

Latitude:

Cancel

Save

Step 3

Click ‘Save’ to add the marker to the map.

Step 4

To view the marker in the map, the marker toggle button must be enabled.

To do this, click on the Marker Toggle button (the pin image) as shown in Figure 11.9.

Figure 11.9. Marker toggle button

ne e eIEEEC
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Step s

To resize the marker, click on ‘Marker Types’ in ‘Map settings’, as shown in Figure 11.10.

Figure 11.10. Resize marker functionality in marker types popup window

Map settings

Dates

From To

02/02/2016  [@~ | [16/02/2016

All available dates

Factors

[] Contested electoral law

[] Inadequate electoral administrative rules
[] Inadequate funding, financing and

Complaints - Cumulative

Regions

=] Nepal

=~ Central
EI Baomati
[+ Bhaktapur
-] Dhading
-] Kathmandu
[ KavrePalanchok
-] Lalitpur
] Nuwaleot
-] Rasuwa
[ Sindhupalchak
I';'l-- Janakpur
. L.[]Dhanusa

Marker Types

Dispute

Resize markers ]
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11.3. Editing markers

You can also edit markers if required.

Step1

Right click on the marker — select ‘Edit marker’, as shown in Figure 11.11.

Figure 11.11. Edit marker option

Add marker
Edit marker

Delete marker
Marker titles
Marker legend

Region names

Display data value
Factor legend
Cumulative factor legend

Cumulative factor size 3

Save as image
Save as high resolution image

Save as KML

Show grid
Show zoom controls
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Step 2
A window as shown in Figure 11.12 appears.

Edit title, title colour, text, marker type, date, and latitude and longitude as required.

Click ‘Save’ to save changes.

Figure 11.12. Edit marker information

Marker

Title

Dispute Title Colaor -
Tet

Select Marker Type

i N

From [16/02/2016 B~ | Te [16/02/2016 @ |

Latitude: 28.45535863 Longitude: |83.98367243

Save Canicel

Further functionality includes:
* To view the legend(s), right click and select ‘Marker Legend’.
* To view the title of the marker within the map, right click and select ‘Marker Title’.
* To see the description (if any), hover over a marker.
*  You can view all the markers, add new ones or edit markers from the ‘Static
Markers tab on the “Tab Bar’, and can also export to or copy from an Excel file.

International IDEA 71



12. Charting

Threat maps by themselves tend to be static, but combined with charts they are more dynamic.
Trend analysis allows you to see factor changes over time, for example during and between
elections. There are three ways to view charting in the tool:

* ‘Resultant value of factor’, which shows all data using one simple graph. You can
deselect geographical regions to view, for example, the resultant value of a factor for
a specific region.

* ‘Resultant value of region’ plots a graph for a particular region, taking into account
several factors.

e ‘Chart resultant value of region’ plots a graph for a particular region, taking into
account several factors. This feature is only useful when data have been collected for
two or more factors. You can create five types of charts: line, fast line, spline, spline
area and column.

Step 1
On the Analytical Instrument module, go to ‘Charting Tab’ from the Tab menu. A screen

appears, as shown in Figure 12.1.

Figure 12.1. Charting option in analytical instruments module
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Step 2

Select and enter the date, ‘Factor combination’, ‘Factors’, ‘Regions’ and ‘Chart Type” (Fast
Line, Line, Spline, Spline Area or Column).

In the example shown in Figure 12.2, data have been entered for three dates, the factor
combination is ‘Chart Each Factor’ for ‘Each Region’, the factor selected is ‘Drug trathcking’,
and Victoria has been selected as the region and Spline as the chart type.

Figure 12.2. Example of charting

W Australia (test model) - IntegrTAS Threat Assessment System
File Model Knowledge Resources

ponses  Admin  Help

Australia (test model)

Mapping ‘ Chatting ‘ Table By Region ‘ Table By Factors ‘ Static Markers. ‘ Threat Factorsin Model ‘ Risk and Action ‘

i ooy

Dates 105
From

To
[psror/2017 < 071072017~

Al available dates

Factor Combination 84

@ Chart Each Factorfor Each Region
O Chat Resutant Value of Regions
O Chatt Resuitant Vaiue of Factors

‘ Factors 63
‘ Drug trafficking

[] Fireams traficking

[] Contraband smuggling and trfficking in

[] Methamphetamine seizures - Cumuiative

Step 3
The legend(s) of different types of factor combinations can be viewed.

Right click on the chart and click ‘Show legends” in the menu that appears, as shown in

Figure 12.3.

Figure 12.3. ‘Show legends’ option in popup menu
W Australia (test model) - IntegriTAS Threat Assessment System

Australia (test model)

Mapping ‘ Charting ‘ ‘Table By Region ‘ Table By Factors ‘ Static Markers. ‘ Threat Factors in Model ‘ Risk and Action ‘

e o g .

Dates 105
From

To
pa12007 0102017 <

Factor Combination 84

(@ Chart Each Factorfor Each Region
O Chart Resutart Value of Regions
© Chart Resutart Value of Factors

Factors 63
[] Drug traficking

.
(] Freams rafcking
2
[ Contraband smuggiing and traficking in [ snowsr

[] Methamphetarine seizures - Cumiative

— Vicwra (Dnug wafficking)

[Coral Sea Islands
[ervs Bay Tertory
[CONew Souih Wales
& [JNotthem Terrtory
[ueensiand
[JSouth Australia

Step 4

Save the chart as an image.

Right click on the chart and select ‘Save as image’. A dialogue box will appear to guide you
where to save the image on your computer.
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13. Keyhole mark-up language
and Google Earth

Colour-coded maps and static markers can be saved in the KML and uploaded onto Google
Earth, which must be installed beforehand. You can display IntegriTAS maps on Google

Earth, which is great for presentation purposes.

Step 1
Right click on the map and select ‘Save as KML, as shown in Figure 13.1.

A dialogue box appears, as shown in Figure 13.1. Select the location and click ‘Save’ to save
the KML.

For this demonstration, the example of Nepal has been used.

Figure 13.1. ‘Save as KML function in dialogue box popup window
Add marker
Edit marker
Delete marker
Marker titles
Marker legend

Region names

Display data value

Factor legend

Cumulative factor legend
Cumulative factor size 3

Save as image

Save as high resolution image

Save as KML

Show grid
Show zoom controls
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Step 2

After the KML has been saved, double click to open the file (in the example in Figure 13.2,
Nepal_Test).

Figure 13.2. Example of saved KML: Nepal_Test

Mame Date modified Type Size
Images 17-Feb-1610:52 AM  File folder
& Nepal_Test 17-Feb-16 11:02 AM  KML 581 KB
Step 3

Google Earth opens the file. A screen will appear showing the territory embedded in Google
Earth, as seen in Figure 13.3.

Figure 13.3. Example of te

rritory

embedded in Google Earth

S . S &

=

Googleearth
)

By default, the model name is used to save the KML file, but you can insert an alternative
file name.

Google Earth shows the exact map as seen in IntegriTAS. Therefore, if you have enabled
region names, static markers or other features, it also shows these.
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14. Threat and Action Register (TAR)

The Threat and Action Register (TAR) is the institutional depository for the threat alerts
created. It enables you to save the information used during the creation of the threat alerts.
There are two types of TAR: i) Model-specific TAR and ii) Master TAR. Model-specific TAR
is used to store a single model of threat alerts. Master TAR is the collection of all model-
specific TARs.

Threat alerts are created and saved in the Analytical Instrument module using the “Threat
and Action’ tab. These features allow you to systematically document threat alerts issued,
actions taken and outcomes of actions.

14.1. Creating a threat alert

Step 1

Go to the ‘Risk and Action’ tab from the Tab Bar in the Analytical Instruments module. The
screen as shown in Figure 14.1 appears.

Figure 14.1. ‘Risk and Action’ tab in the analytical instruments module

(@ Australia (test model) - Integr TAS Threat Assessment System = X
File Model Knowledoe Resources Responses  Admin  Help

Australia (test model)

asong | Cratog | Tabe B Regn | Tabl Pt | St Makers | Tt Fctrs ol | [ o At |

Select display optos:
@A
O Active Only.
O Inactive Only

Select a region
= HAustralia
[JAshmore and Catter Islands

na.
O Austraiian Capital Temtory
| Acton

aaaaa

nnnnnn
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Step 2

Create a new Threat register. Click ‘Add New’.

A new window pops up within the tool as shown in Figure 14.2.

Figure 14.2. Risk and action popup window

[#) Risk And Action m] X

Select a region Code |DDDDD3

=] Westem Australi: A | Title
-] Abany ' )
-|_| Ashburton
[ Augusta-Man Threat factor Public administration
-[_]Bassendean
[ ] Bayswater
-[_]Beimont Add B
[ | Beverey
-[_]Boddington
[ ]Boyup Brook Analysis

[ Bridgetown-¢ Upload File
-] Brookton
[ ]Broome
[ Broomehill
-[|Bruce Rock Risk description Test Threat
~[_]Bunbury
[ ]Busselton
-[_]Cambridge
-[]Canning
~[Capel o Test Threat
- []Camamah

- []Camarvon
-[_]Chapman Va

- [Chittering
-[_]Claremont

- [JCockbum
-[]Colie

- []Coolgardie

- ]Coorow

- [Comigin

- |Cottesloe W

|Test Threat

Region Victoria

Result

sl ® Active () Inactive

Save View Back

>

Complete the following information:

‘Region’: From the list on the left, select at least one region for the alert.
‘Code’: Use any code for the alert. If you do not want to use a particular code, then
leave the field empty. It is automatically populated with a number assigned by the
p y pop g y
application.
‘“Title’: The title of the alert.
‘Date from and to’: The date range.
‘Electoral Phase’: Click on ‘Add’ text, and a list of electoral phases is displayed. You
must select at least one.
t select at |
‘Analysis’: This allows you to add documents to the alert. You cannot add documents
Y ¥
until you save the alert for the first time. Then you can edit the alert and add
documents to it.
“Threat Description’: Written analysis as seen in the threat alert.
‘Action’: Suggested action of electoral management bodies, security sector agenicies
gg g g
and civil society organizations.
‘Result’: Actions taken are recorded here.
‘Status’: Active when the result is not achieved, and inactive when the result has
been achieved.
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Step 3
After all fields are completed, click ‘Save’.

Step 4

View the “Threat alert’ by clicking ‘View’. The information will appear as in Figure 14.3.

Figure 14.3. Information in threat alert

Alert 000003 - Test Threat

Code: 000003
Title: Test Threat
Date From: 09/10/2017
Date To: 09/10/2017
Regions: Victoria
Risk Description: Test Threat
Action: Test Threat
Result:
Status: Active
Phases: Public administration

14.2. Master Threat and Action Register (TAR)

The Master TAR is the depository of all TAR entries from all models in the tool. You can
view the code, model, title, electoral phase, TAR created date, TAR modified date and status
of the TAR entry.

Step1

Access the Master TAR.

Go to ‘Response Menu’ —> ‘Master TAR'.
OR

Click on the folder icon on ‘Side bar’.

Both options are shown in Figure 14.4 below.
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Figure 14.4. Master threat and action register in ‘Response’ dropdown menu
and folder icon

W Australia (test model) - IntegriTAS Threat Assessment System
File  Model

Admin  Help

Democratic Vulnerabilities

Australia (test
Modify Responses

@ @

The screen as shown in Figure 14.5 appears.

Figure 14.5. Master threat and action register

W Australiz (test model) - IntegriTAS Threat Assessment System - X
File Model Knowledge Resources Responses  Admin  Help

Step 2

Click the TAR and click ‘View’.
OR
Double click to view the TAR entry.

You can filter the TAR entry based on regions or status (‘active’ or ‘inactive’).
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15. Prevention and Mitigation Module

The Prevention and Mitigation Module allows you to access a specific phase of the electoral
cycle and learn about possible measures to prevent and mitigate the threats of organized crime
on democratic politics. Comparative action points presented in this module are developed,
implemented and perfected by electoral management bodies, security sector agencies, and
other state and non-state actors around the world. The cases and action points aim to inspire
you to design prevention and mitigation strategies that are sensitive to your specific national
and electoral context.

Action points in the prevention and mitigation module or the support document IntegriTAS
Strategies for Prevention and Mitigation Guide (which mirrors the information presented
in the module) may be useful recommendations that can be included in the action box of
the threat and action register. The results depend on which action was implemented and the
result of that action. Several action points can be recommended depending on the threat and
threat level, and these recommendations can be included in the threat alert.

The IntegriTAS Action Guide draws on cross-country research and national experiences to
provide insights on strategies to prevent and mitigate the nexus between illicit actors and
political processes and institutions. Recognizing the multi-faceted nature of these challenges,
the Action Guide combines measures to identify and correct institutional vulnerabilities with
steps to protect and empower anti-corruption reformers.

The module includes 30 comparative action points to address the influence of organized
crime on democratic political systems. Action points present possible approaches, based on
empirical cases, which can be taken to prevent and mitigate the influence of organized crime
on ‘political entry points’, presented here in the framework of ‘democratic vulnerabilities’.
These democratic vulnerabilities are:

1. Foundational democratic vulnerabilities

¢ Socio-economic conditions
* Dolitical transition processes
*  Geostrategic conditions
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2. Institutional democratic vulnerabilities

* Rule of law and access to justice
* Dolitical parties
* Legislature
e Public administration
* Electoral system
3. Associated democratic vulnerabilities
e Media and civil society watchdogs
* Financial system

You can modify or remove the tool’s presentation and mitigation measures. As part of the
customization process, you can easily modify or remove responses, or add new responses.

15.1. Accessing the Prevention and Mitigation Mode

Step 1
There are three ways to access ‘Prevention and mitigation’. All three are highlighted in
Figure 15.1 below.

* Responses Menu — ‘Democratic Vulnerabilities’
e Side Bar
¢  Module Selection Bar

Figure 15.1. Prevention in mitigation access

W Australia (test model) - IntegriTAS Threat Assessment.

File Model Knowledge Resources | Responses

Australia (test

Master Threat and Action Register

_ G

Australia (test model)

]
@
o
[
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Step 2
After clicking any of the three menus, a screen appears, as shown in Figure 15.2, displaying
all the Democratic Vulnerabilities.

Figure 15.2 Prevention and mitigation according to democratic vulnerabilities

Democratic Vulnerabilities
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5 Financial economic %,
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Political ’0,,
Media and civil transition v
society watchdogs processes
Eiaeit Democratic e
System Vulnerabilities = conditions
Public

administration

Legislature  Political
parties

¥y
W
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15.2. Managing responses

You can use the prevention and mitigation measures provided in the tool or refer to the
IntegriTAS Action Guide. The threat factors and corresponding response strategies have been
divided into three clusters of democratic vulnerabilities (Foundational, Institutional and
Associated).

Step1

Begin with the wheel of the Democratic Vulnerabilities accessed in Section 15.1 (Figure 15.2).

Click on any of the threat factors to open the prevention and mitigation measures for that
vulnerability.

This example uses ‘Socio-economic conditions’. The full text and description with some
examples and best practices appears, as shown in Figure 15.3.
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Figure 15.3. Example of description of prevention and mitigation strategies:
Socio-economic conditions

W Australia (test model) - IntegriTAS Threat Assessment System -~ X

File Model Knowledge Resources Responses  Admin  Help

Democratic Vulneral

Action Points Practitioners Tips

Socio-economic conditions

Amytiad of examples showcase the various social and economic senices that organized crime actors can provide to the population when these senices are not guaranteed by a state authority. Gonditions necessary for
a minimum socio-economic development such as securiy, justice and livelihoods are fully or partially provided by such diverse actors. Examples include the FARC in some parts of Colombia, Hezbollah in some parts
of Lebanon and the Taliban in some parts of Afghanistan (Reftana and Hunter 2016: 18). These senices, furthermore, transiate into long-standing ties between the ciizens and this alternative Sewvice providers.
However, numerous seminal international documents have: highlighted the devastating impact that organized crime can have on national development.For example, the 2005 report of the UN Secretary General ‘In
Larger Freedom’ identified asa ge to preventing the of the Millennium Devel it Goals. Alsa, the 2011 World Development Report ass erted that organize d crime results in 20
per cent less development performance. The resultis  vicious cycle as organized crime exploits and exacerbates conditions that allow itto thrive (Gl 2014, 2015)

Open the space for legitimate service providers

Senice delivery is an essential component of the State-society compact When the State does nat fulfil its part of the bargain due to the lack of capacity or corruption, the resulting insfitufional vacuum provides organized
crime 3 space for public legiiimacy and support The provision of gis or senices to local communities by politcians linksdto organized crime can increass popular acceptance or supportfor llcit acivities. In tum, this
further undermines a culture of rule of faw. In Kenya and Ghana, for instance, politicians linked to drug trafficking have invested in community projects and distribute cash during local visits to gain supportamong the
electorate (USAID 2013). The case offormer Ghanian WP Eric Amoateng furiher demonstrates the intermixing of licitnetworks and politis in a context of under-dsvelopment During his trial in a Brooklyn court for heroin
rafficking to the US, his lawyer described Amoateng as a ‘one-man Peace Gorps for this area of Africa... who did more things for his people than probably his gavernment did” (Kavanagh 2013).

Understand the local context

v
In pursuit ofthe dual objectives of strengthening senvice delivery and reducing the influence of licit actors in politics, community perception surveys can be a ussful starting point An understanding of public opinion can

User: Admin Admin

Step 2

Select the required mitigation measures for any threat.

You can copy this to the TAR mentioned in Section 14.2, or to any threat alert reports.
Step 3

To view the summarized Action Points of that cluster, click ‘Action Points’. A new window
appears, as shown in Figure 15.4.

Figure 15.4. Action points

W Australia (test model) - IntegriTAS Threst Assessment System - 3

File Model Knowledge Resources Responses  Admin  Help

Democratic Vulnerabi

©

Socio-economic conditions

Action Points

Understand the local context
Introduce programmes for alterative livelinaods

Target sport and education programmes to youth atrisk

Invest heavily on private sector entrepreneurship and infrastructure

Open the spaca for legitimate service providers

User: Admin Admin

 Click on the ‘Navigation’ button to navigate forward and back.
* Click the ‘Print button to print the currently viewed page.
* Copy and paste the relevant action point into the TAR entry.
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15.3. Adding responses

Step1
Go to ‘Responses’ —> ‘Modify Responses’.

A new window appears, as shown in Figure 15.5.

Figure 15.5. Adding responses
W Australia (test model) - IntegriTAS Threat Assessment System - x

File Model Knowledge Resources Responses  Admin  Help

Modify Responses

Threat Factor |Public administiation <]
) TvestFactr . [z
!l BestPractices Bullets Practitioners Tips
— ~
@ Public administration
The global push towards greater fransparency in the public sector is an impertant opportunity for curbing the nexus between organized crime and political institutions. Information that is both easy to locate and timely
is p: for journalists and civi aimingto detect and expose acts of public corruption.
Ensure the ive imp ion of FOI
\Within the broader transparency movement, FOI laws regulate the disclosure of public infarmation. To date, more than 100 countries have passed FOI legislation. In Brazil, the office of the Comptroller General
conducled a survey prior fo the enactment of he FOI law to canvass offiials’ views with regard to access lo information. Survey results were used 1o inform effeciive implementaion ofthe law and develop online
courses (towards a culture of access to information’) for public officials at all levels. The consuitation and training processes have been successful; during the first six months of FOI implementation, the more than
460,000 requests were made to federal bodies, and of this, 85 per cent received positive responses (Martini 2014).
v
S B@| o B U7 1R K2

Step 2

Select the specific threat factor from the dropdown menu.

Step 3
Select the specific ‘Phase name’ for the response, as shown in Figure 15.6.
The following functionalities are available:

*  ‘Best Practices’ demonstrates the mitigation strategies for anti-corruption reformers.
* ‘Bullets’ summarizes the mitigation strategies that you can modify.
* ‘Practitioner Tips allows you to add your own notes or research on the topic.

Figure 15.6. ‘Phase name’ for the response
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15.4. Action points

Step1

Add new action ‘bullet’ points.

Click ‘Add’, and enter your action points.
Click ‘Save’, as shown in Figure 15.7.

Figure 15.7. ‘Save’ function for adding a new action point

Modify Phase

Phase |Legal Frameworks 5

Phase N:

[ |
L
] (o]
E=
Step 2
Edit any action ‘bullet’ point.
Double click on the particular action point. A window appears, as shown in Figure 15.8.
Enter your changes and click ‘Save’.
Figure 15.8. Popup window when selecting an action point and save function
Tex: :ﬂzamm:m:ré:;\@hmﬂ(w\wvda\\uwfurm: @
==

) G
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Step 3

To change the description of any action points, go to the column text and double click and
edit the description as required.

Click ‘Save’ to save the changes.
Step 4
To remove action points, select the action point that you want to delete or remove.

Click ‘Remove’. A dialogue window appears. Click ‘Confirm’ to confirm the action.

Step 5
To delete the description, go to the column text relevant to the action point.

Locate and select the description. Click the ‘Delete’ button on your computer keyboard.

Step 6
Click ‘Save’ before exiting the Modify Responses menu, as highlighted in Figure 15.8.
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About IntegriTAS

Transnational organized crime threatens democracy. Supporting the capacity of national and
local institutions to prevent and mitigate the nexus between organized crime and democratic
politics is an important part of fighting against these threats. The IntegriTAS Threat
Assessment System is a multipurpose data-driven software application that helps national and
local institutions identify the threats that organized crime poses to politics. Focusing on the
threat—instead of seeking to establish the existence of links between organized crime and
politics, or their impact—allows users to map and focus on the factors that contribute to
corruption, and to identify strategies to prevent or mitigate the threat.

Modules

IntegriTAS is structured around three interactive modules: (a) a virtual library providing a
list of factors which increase the threat that organized crime will distort democratic politics;
(b) a software application that helps users easily map, geo-reference, present and visualize
different types of democratic vulnerabilities and organized crime activities to build a country-
specific model; and (c) a framework that equips users with global good practices and lessons
learned for preventing and mitigating organized crime influence on democratic politics.

Documentation

The IntegriTAS software is accompanied by three Guides. The IntegriTAS Process Guide
describes the process of implementing IntegriTAS. It includes a description of the system’s
structure and its implementation stages. The IntegriTAS Factors Guide provides basic
definitions of the threat factors used in IntegriTAS. It includes an Annex which provides a
more comprehensive list of potential indicators that can be used to observe each factor. The
IntegriTAS Prevention and Mitigation Guide discusses the various prevention and mitigation
strategies that can be applied to reduce the undue influence of organized crime on democratic
processes. The software is also accompanied by a User Manual and a help file.

Download

Access the IntegriTAS software and supporting documentation online:

<https://www.idea.int/data-tools/tools/integritas-threat-assessment-system>.
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About International IDEA

The International Institute for Democracy and Electoral Assistance (International IDEA)
is an intergovernmental organization with the mission to advance democracy worldwide,
as a universal human aspiration and enabler of sustainable development. We do this by
supporting the building, strengthening and safeguarding of democratic political institutions
and processes at all levels. Our vision is a world in which democratic processes, actors and
institutions are inclusive and accountable and deliver sustainable development to all.

What do we do?

In our work we focus on three main impact areas: electoral processes; constitution-
building processes; and political participation and representation. The themes of gender
and inclusion, conflict sensitivity and sustainable development are mainstreamed across all
our areas of work.

International IDEA provides analyses of global and regional democratic trends; produces
comparative knowledge on good international democratic practices; offers technical
assistance and capacity-building on democratic reform to actors engaged in democratic
processes; and convenes dialogue on issues relevant to the public debate on democracy and
democracy building.

Where do we work?

Our headquarters is located in Stockholm, and we have regional and country offices in Africa,
the Asia-Pacific, Europe and Latin America and the Caribbean. International IDEA is a
Permanent Observer to the United Nations and is accredited to European Union institutions.

<http://www.idea.int>
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Transnational organized crime threatens democracy. Supporting the capacity
of national and local institutions to prevent and mitigate the nexus between
organized crime and democratic politics is an important part of fighting against
these threats.

The IntegriTAS Threat Assessment System is a multipurpose data-driven software
application that helps national and local institutions identify the threats that
organized crime poses to politics. Focusing on the threat—instead of seeking
to establish the existence of links between organized crime and politics, or
their impact—allows users to map and focus on the factors that contribute to
corruption, and to identify strategies to prevent or mitigate the threat.

This User Manual provides advice for users of the IntegriTAS Threat Assessment
System. It presents the steps required to get the system up and running, including
system requirements, installation and user administration.
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Sweden
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